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Code Review
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Why Code Review Matters
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Evolution of Code Review

? 1970s-1980s: Formal Manual Reviews

* Fagan Inspections
» Paper-based, in-person, structured roles, heavy documentation

? 1990s—2000s: Email & Patch-Based Reviews

* OSS mailing list patches (e.g., Linux kernel)
e Asynchronous, informal

? 2000s—2010s: Web-Based Code Review Tools

* (GitHub PRs, Gerrit
* Inline comments, diffs, CI hooks, integrated into version control



Evolution of Code Review

? 2010s-2020s: Collaborative (Modern) Reviews

* Frequent, fast, and lightweight reviews
 Integration with CI/CD pipelines

? 2020s—Now: AI-Powered Code Reviews

« LLM-based suggestions (e.g., GitHub Copilot)
» Auto-detection of bugs, style, and logic 1ssues



Evolution of Code Review

a4k 4

Formal

Centralized

Manual inspections
Bug-finding

—

Augmented
Distributed teams
Automated assistance
Collaboration/learning



Does Code Review Matter Today?

e CHASE 2025: 2 papers
o [CPC 2025: 2 papers

e Doctoral Symposium: 2 papers

e MSR 2025: 3 papers

e [ICSE 2025: 5 papers




Keynotes’ Takeaway

CHASE 2025 MSR 2025 ICPC 2025

Need for more theories in SE!



Theories of Programming

Amy Ko (University of Washington - Seattle, US)

Thomas D. LaToza (George Mason University - Fairfax, US)

David C. Shepherd (Virginia Commonwealth University - Richmond, US)
Dag Sjpberg (University of Oslo, NO)



https://medium.com/bits-and-behavior/dagstuhl-trip-report-theories-of-programming-382543a3e540

Developers make mistakes during
code review




Code Review Quality




Bad patches, you shall not pass!

Gandalf, the reviewer



Study I: Code Review Practice

Investigating Code Review Quality:
Do People and Participation Matter?

Kononenko et a., ICSME 2015

* Mining development
repositories: 1ssue
tracking, version control
system, code review

* Do developers miss
many bugs?

* What factors affect code
review quality?
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Case Study Setup

* Mozilla project

—Commuts to the mozilla-central repository

(from 2013-01-01 to 2014-01-01)

—Bug report data from Bugzilla

—Code review information from Bugzilla

System Commits | Reviews Writers | Reviewers
Mozilla-all 27,270 28,127 784 469
Core 18,203 18,759 544 362
Firefox 2,601 2,668 214 110
Firefox for Android 2,106 2,160 108 72




Data extraction and filtering

Data Mining

\_.___/
Version

control
sysytem

Bugzilla
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Q)

Link commits
and patches

Extract commits
and their metrics

——»| Assign bug IDs

Get review-
related
information
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Final
dataset

Data analysis

Get bug metrics

Find commits
that missed
bugs (SZ2)
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SZ.7Z Overview

* The SZZ algorithm provides a list of commits that
led to a bug (as indicated by a given bug-fix commit)

* “Led to a bug” example:

Before (bug-inducing ) After (bug-fix)

If (foo == null) if (foo != null)
bar(foo); bar(foo);



Factors and Metrics
O

—> %
Ex

Technical Personal Participation
Size (LOC) Review queue # of developers on CC
# of chunks Reviewer experience # of comments
# of files Writer experience # of commenting devs
Module Reviewer experience Avg # of comments per
Bug priority for module developer

Bug severity
Super review required

# of previous patches

# of writer’s previous
patches

Writer experience for
module

# of reviewer’s
comments

# of writer’s comments

19



Do Reviewers Miss Many Bugs?

Number of Number of % of buggy
System : : .
reviews buggy reviews reviews
Mozilla-all 28,127 15,188 54.0%
Core 18,759 10,184 54.3%
Firefox 2,668 1,447 54.2%
Firefox for Android 2,160 1,210 56.0%

Previously reported findings on the % of buggy commits:

« Kim et al. — from 10% to 74% depending on a project;
30% for Mozilla (2003-2004 commit history)
« Shwerski et al. — 42% for Mozilla (commits prior 2005)




Do Personal Factors Affect

Code Review Quality?

Firefox for

Mozilla Core Firefox A .
ndroid

Adjusted R? 0.128 0.123 0.173 0.138
Size (LOC) 0.102%** 0.098%** 0.108%** 0.115%%*
Chunks + i F i
Number of files 0.058*** 0.059%** 0.109%** 0.062*
Module . n/a n/a n/a
Priority * * I :
Severity I I : I
Super review -0.139%** -0.177%** - n/a
Review queue 0.017%%* 0.0204*** 0.038** 0.045%*
Reviewer exp. -0.013%** -0.012%** -0.029%** -0.041%**
Reviewer exp. (module) ¥ 1 I 0.018*
Writer exp. : -0.004* I I
Writer exp. (module) i ¥ I :
# of previous patches 1 T T -0.045%%*
# of writer patches -0.01 2% . . T




Does Participation in Code Review

Influence Its Quality?

Firefox for

Mozilla Core Firefox A .
ndroid

Adjusted R? 0.134 0.128 0.173 0.147
Size (LOC) 0.105%** 0.103%** 0.105%** 0.117%%*
Chunks ¥ T ¥ +
Number of files 0.060%** 0.059%** 0.090%** 0.067*
Module - n/a n/a n/a
Priority I I
Severity - I - I
Super review -0.124%* -0.160%** I n/a
# of devs on CC 0.053%%** 0.056%** I 0.049*
# of comments T ¥ T ¥
# of commenting devs -0.124%** -0.102%** -0.075%** -0.176%***
# of comments / # devs -0.039%** -0.029** I I
# of reviewer comments 0.010%* I 0.026* I
# of writer comments : . : -0.047**




Study I: Insights

Reviewers miss many
problems

Investigating Code Review Quality:
Do People and Participation Matter?

O Komemnka”, Ogs Buorndd”. Lanits Guwwvonyd. Youm Co’ sl Ml W ¢
etd I O St of Crmpanes Scmon. Uiy of S, O
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Review quality factors:
e Size-related metrics

e Participation in
discussion of bug fixes

* Reviewer workload
* Reviewer experience
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Kononenko et al., ICSME 2015



Study 11: Developer Perception

Code Review Quality: How Developers See It

Oleksii Kononenko Olga Baysal Michael W. Godfrey
School of Computer Science  Scheol of Computer Science  Scheol of Computer Science
University of Waterloo Carleton University University of Vydfe

Waterloo, ON, Canada Ottawa, ON, Canada Waterloo, Ol ataga
okononen@uwaterioo.ca  olga.baysal@carleton.ca miged@uw. Q

ABSTRACT

Kononenko et al., ICSE 2016

We conducted a survey with
Mozilla developers and asked
them:

* How do you conduct code
reviews?

e What influences review time
and decision?

* What is a good review?
 What challenges do you face?

24



Survey Participants

Bugzilla 88 responses
(12 months period) (22% response rate)

: N

74% : > 7 years of programming exp. =

$ _67% : > 3 years of code review exp. ¢

[11)

403 “mature” developers

o ‘ L4 ' '
iy — ®

843 developers
with exp. value > 15

3,142 contributors



Survey Analysis
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7 open-ended questions Card sorting
(978 quotes, 30 categories)
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Factors Influencing CR Time

Paich size (LOC) ]

Reviewer experience

Number of modified files

| |
]
]
Code chunks _
]
]
]
]

Patch writer experience

Number of resubmits -

The length of the discussion
Module

Review queue

# of people in the discussion

1
Severity of a bug _
]
|

Priority of a bug

I
0 50 100

Percent

Strongly Disagrecllll Disagree Ml Agree Strongly Agree il




Factors Influencing CR Decision

Patch writer experience

Reviewer experience

Severity of a bug

Priority of a bug

# of people in the discussion
Patch size (LOC)

Module

The length of the discussion
Number of resubmits

Code chunks

Number of modified files

Review queue

1

50 0 50
Percent

Strongly Disagreclll Disagree Bl Agree Strongly Agree il
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Factors Affecting CR Quality

\/ Reviewer experience
 Patch size (LOC)

x Code chunks

/Number of modified files

3¢ Patch writer experience

\/ Review queue

Module

/ # of people in the discussion

Number of resubmits
Review response time

The length of the discussion
Severity of a bug

Priority of a bug

50 50 100

Percent

Strongly Disagreellll Disagree l Agree Strongly Agree |l
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Study 11: Insights

Mozilla developers believe that:

 Patch size, reviewer experience, and tests do matter
» Reviewers should be experts

Code quality matters, but so do these:

* High quality feedback
* Reviewer's personal qualities
* Trust and familiarity with the patch author



Code Review in ML Libraries

* Mining GitHub PRs

Investigating Code Review Quality in ML

| and Olga Baysal't ® DO dEVElOperS miss

1School of Computer Science, Carleton University, 1125 Colonel By
Drive, Ottawa, K18 5B6, Ontario, Canada.

2Cheriton School of Computer Science, University of Waterloo, 200 ’
University Avenue West, Waterloo, N2L 3G1, Ontario, Canada. °

*Corresponding author(s). E-mail(s): vivekthaker@cmail.carleton.ca;
Contributing authors: migod@uwaterloo.ca; olga.baysal@carleton.ca;
tThy

Vivek Thaker'", Michael Godfrey

authors contributed equally to this work.

Abstract

Over the past several years, ML techniques have become commonplace in nur

here many real-world environments depend on such

ous technologi reas

techniques. More recently, tasks that relied on traditional ML approaches are
being replaced or incorporated alongside more modern, complex techniques such .
rge language models (LLMs). In the existing ML landscape, open-source
codebases are often used regularly by a multitude of groups and organizations

sizes. As a result of their pervasiveness, bugs in such codebases
gnificant, far-reaching consequences. While developers of such large-sc

[ J [ J
codebases typically strive to minimize bugs and ensure high-quality code is
deployed, bugs still exist in production-level code and are typically more difficy °

a

to detect /resolve than non-ML codebases due to the greater complexity o
codebases.

The extent to which bugs reach production code depends on the quality of the
written code as well as the quality of the code review routines employed by the
maintainers of the open-source ML codebases. While there is a wealth of literature
that inspects many aspects related to code review, bugs in ML applicatio
the general use of LLMs, etc., there is non-existent literature that explores
quality of code review particularly in popular open-source ML libraries as well
as the role that LLMs play in automated detection of bug types in such libraries.
The goal of this thesis is to address the knowledge gap regarding the quality of
code review in open-source ML libraries and evaluate the capabilities of state
he-art LLMs in detecting the types of bugs during the code review phase. In
s thesis, we inspect five of the most modern, open-source, and popular ML

ns,

EMSE 2025 (In preparation)
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Methodology
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'-F'Tensor O PyTorch Kﬁ:NumPy |::| pandas O learn

(

Manual annotation of
pull requests

Data collection and
algorithm selection

Prompt Engineering

Engineering Running LLMs
sample

Evaluation

Identifying bug-fixing commits
Running L-SZZ

Mapping

Manual inspection of closed PRs
Emails to PyTorch contributors
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Taxonomy of DL Faults

Taxonomy of Real Faults in

Deep Learning Systems
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' ”. ICSE 2020.

Paolo Tonella. “Taxonomy of Real Faults in Deep Learning Systems
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Do Reviewers Miss Many Bugs?

Project N.umbe.r of bug-| Number of o
inducing PRs | merged PRs
Pandas 1,236 10,557 11.70%
Scikit-learn 517 4,303 12.01%
TensorFlow 811 5,869 13.81%
NumPy 637 3,752 16.97%
PyTorch 314 1,224 25.65%
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What Types of Bugs Are Missed?

Categories
B Other
e AP
GPU Usage
Tensors & Inputs
Model

GPU Usage
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Study 111: Insights

Code review quality of ML libraries 1s
relatively high

Code review quality 1s project-dependent

Pandas had fewest missed bugs, PyTorch the
most

LLMs are sensitive to the bug type
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Other Theories of Code Review?

Knowledge base Information sources

‘\Update GuidV
Supp}‘ /:‘:/aluate

Code Review
Comprehension

Construct\ Compare

Mental Model

Code Review Comprehension Model

Context Building

Discussion

Management
ILCR.D
Linear nnncmy-mmh'
¢ |- One View
. |- Scanning
- Top-Bottom

- Unit

- Issue

- Commit

- Comment
- File

Activities for Understanding and
Creating Review Strategy

Pavlina Wurzel Goncalves, Pooja Rani, Margaret-Anne Storey, Diomidis Spinellis,
Alberto Bacchelli “Code Review Comprehension: Reviewing Strategies Seen Through

Code Comprehension Theories”. ICPC 2025.
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Code Review
Quality?



Al in Software Developmen

Currently Using Interested in Using Not Interested in Using

Al in the
development
workflow —

X Search for answers
Developers currently using Al tools

mostly use them to write code (82%) and
those who are interested but not yet Documenting code
using Al tools are mostly curious about Generating content or syntheti...
testing code (46%). Developers with
experience can trust Al tools to help write
code to get started but perhaps know
testing is a complex step best left to Committing and reviewing code
traditional processes. Project planning

Debugging and getting help

Learning about a codebase

Testing code

Predictive analytics
ﬂ Which parts of your development workflow o B L e ]
are you currently using Al tools for and
which are you interested in using Al tools
for over the next year? Please select all that

apply.
¥ Download (? Share

2024 .
S el Source: survey.stackoverflow.co/2024

L=—] survey Data licensed under Open Database License (ODbL)

https://survey.stackoverflow.co/2024/ai 40


https://survey.stackoverflow.co/2024/ai

Al in Software Developmen

Al in the
development
workflow

Developers currently using Al tools mostly
use them to write code (82%) and those
who are interested but not yet using Al
tools are mostly curious about testing
code (46%). Developers with experience
can trust Al tools to help write code to get
started but perhaps know testing is a
complex step best left to traditional
processes.

ﬂ Which parts of your development workflow
are you currently using Al tools for and
which are you interested in using Al tools
for over the next year? Please select all
that apply.

2024
S Developer

L=J] survey

https://survey.stackoverflow.co/2024/ai

Currently Using Interested in Using Not Interested in Using

Writing code

Search for answers

Debugging and getting help
Documenting code

Generating content or syntheti...
Learning about a codebase
Testing code

Committing and reviewing code
Project planning

Predictive analytics

Deployment and monitoring

¥ Download [2 Share

Source: survey.stackoverflow.co/2024
Data licensed under Open Database License (ODbL)
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Al in Software Development

All Respondents Professional Developers Learning to Code Other Coders

Al tools next year

Writing code
In the next year, most developers agree
that Al tools will be more integrated Testing code
mostly in the ways they are documenting

code (81%), testing code (80%), and Search for answers
writing code (76%).
Project planning
Predictive analytics
A Thinking about how your job and process a0% 6% ]4295% ]
changes over time, how integrated in your Learning about a codebase
workflow do you anticipate Al tools you are aoo% ——  Tiaox __l3sisg
currently using will be 1 year from now?
a18% __[213% __[2{2]
a9%  ___________ l1a8% _____[1]2]
393% [217%  [5.9% [5.9% |
s17% . l183% [2[1]

Generating content or synthetic data
Documenting code

Deployment and monitoring
Debugging and getting help
Committing and reviewing code

® Much less integrated

@ Less integrated

® No change

® More integrated
Much more integrated

\ 2024 Source: survey.stackoverflow.co/2024
=~ Developer . :
L=—] survey Data licensed under Open Database License (ODbL)

https://survey.stackoverflow.co/2024/ai 42



Examples

GitHub Copilot + PR Reviews

Al can suggest improvements, detect code smells, or even offer inline
explanations of complex logic during the review process

DeepCode / Snyk Code

Al-driven static analysis tools like Snyk Code to automatically flag
vulnerabilities or bad practices during review.

Meta: Internal Al for Code Review Prioritization
ML models to predict which pull requests are likely to have defects

Google: Automated Suggestions via Code Review Bots

Tools Critique and Tricorder to automatically suggest style, formatting, or
even logic improvements in PRs.

Amazon: Al-Assisted Reviewer Matching
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Examples: GitHub Copilot

PUBLIC PREVIEW

O GitHub COpllOt Request up to 100 reviewers

Code review

& Copilot

& © Copilot Al 4 f e fernflare
common/models/application.js ' ‘ \ :‘F’:: rOdbotaSG
e + ) 3
26 + 6‘ chandriverse
26 + [ (() => {
27 + [ tch(basePageDataurl) w semyonrush
&% Copilot Al
; @ magnusflare Ma
i. The fetch call is not awaited. This can lead to unexpected behavior. Use await fet
27 i t ¢ t (basePageDataUrl)
27 + t T g t fetch(basePageDataUrl)

£5 Open in Workspace Add to batch Commit suggestion ~



Examples

K@RB‘T Pricing  Security =~ FAQ  Company  Docs SELE T .. Y ) codeRabbit

with Al-powered Code Reviews

Get real-time, actionable feedback in every pull request.
Finds bugs and explains how to fix them.
Works seamlessly in GitHub, GitLab, and Bitbucket.

L4 B B SO 030 T QE S Tuwd 3o
@ otnbcom & g ® ° °
) roviai / basis 3 - O
Code O sues [ Pulrequests 2 O Actons [0 Projects (O W © Secuity | insights @ Setings

feat: [KOR-2491] Member roles are now active #285 Eat O Code -
L
Q) Conversation 18
M FETSET
2N
CEA)
£x5| CRken T
ofF—3°, o N mw
\:/ Q Search or goto...
X Pinned
Tags
. 4 Issue boards
Your Ultimate Al Assistant for S
Pipelines
o L
Automating Code Review o
<> Code
M:gsruquesls (1]
Repository
Branches
Commits

Q Inspects code for potential bugs iz
Read

Comments

“ Seamless integration with GitLab

2] Free I-month trial (no credit card) @ sus

Enterprise IDE  Customers Pricing Blog Resources v

Cut Code Review Time
& Bugs in Half. Instantly.

Free your devs to ship faster with the most advanced Al code

reviews.

Geta free trial

Want reviews in IDE? Learn More

14-day free trial | No credit card needed | 2-click signup with GitHub/GitLab.

c\e\ coderabbitai

raising monk now 1

@coderabbitai no we changed that, now we want to get rid of the star imports

15 hours ago

@ apidai / @ My awesome project / Merge requests

@XITD) Code changed. dev & into nain
Overview @  Commits @)  Pipelines @
Files () 8
Q
buffer.c -8 0

n

Understood, I'l this pi for explicit imports over wildcard imports in the Artemis

project for future reviews. Thank you for the clarification

v New learnings added

Changes @) 2 unresolved threads ~ v i  Addatodo

v bufferc @ +8 Viewed [D

@

»

o

o

= Impact: 1ne correctea message oes Not make 0gICal Sense ana Misrepresents te SITUATION by SUggestng
an allocation success when it actually indicates failure.
= Suggestion: Revert the change to "E82: Cannot allocate any buffer, exiting...".

Return Value Change:

= Issue: The return value was changed from FAIL to -1 inthe open_buffer function.

= Impact: Functions usually expect standardized return values like FAIL for error states; changing this to (1
could lead to inconsistencies unless handled explicitly wherever this function is called.

= Suggestion: If -1 has a special meaning or handling elsewhere, ensure all usages are updated accordingly.
Otherwise, revert to using FAIL .

Preprocessor Directive Logic:

= lIssue: The preprocessor condition #ifdef UNIX was incorrectly switched to #ifndef UNIX.

= Impact: This conditionally compiled code section will now run on non-UNIX systems, which may not be the
intention, and could cause platform-specific bugs if the logic is not intended for those platforms.

= Suggestion: Verify the intended behavior and correct the condition to match the desired platform (#ifdef
UNIX if it should on%run on UNIX-like systems).

Operator Precedence Error:

= lssue: Changed from || to | in the condition (got_int & vim_strchr(p_cpo, CPO_INTHOD) != NULL) |

, which doesn't short-circuit and can lead to incorrect

| to ensure proper short-circult evaluation.
Validity Check Logic Error:

= Issue: The return value in buf_valid() was changed from false to true when the buffer is NULL.
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(Some) Al Side Effects
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Al Overreliance

Al killed my coding brain but ’'m

rebuilding it

We sprinted into the Al age of autocomplete IDEs now we’re waking
up wondering why we forgot how to write a for-loop.
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Al Ruined My Ability to Learn Deeply / | need advice

| started learning how to code two years before Al tools became widely available. | was still in
high school, and it was during COVID, so | didn’t pay much attention and didn’t learn how to
code in depth. | was able to make some websites and code small projects by learning through
YouTube videos. | stopped coding for a while, and when | came back, Al-assisted tools were
everywhere. After that, | started using them daily for my learning and projects, which was the
biggest mistake | ever made.

| can understand 90% of the code that is put in front of me (school work, not full codebases),
and it's fine—I can read it. But now, if you ask me to write code from scratch using any of the
languages | know, | simply can’t. | have no memory of the syntax and no idea what the next step
is, but when | read code, it feels so easy to understand. | know what to do, | know how to use
pseudocode, but | simply cannot translate that into actual code in VSCode.

| feel like a fraud—I can read code (which is easy) but cannot write it. | struggle with projects.



Legal Issues and Regulations

We've filed a lawsuit challenging
GitHub Copilot, an Al product
that relies on unprecedented
open-source software piracy.
Because Al needs to be fair

& ethical for everyone.
NOVEMBER 3, 2022 Getty Images is SUing the creators of Al
art tool Stable Diffusion for scraping its
content
= )en. PLy %.ﬁ Fiar § / Getty Images claims Stability Al

‘unlawfully’ scraped millions of
images from its site. It's a

' significant escalation in the
developing legal battles between
' generative Al firms and content
creators.
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Opportunities




Opportunities

Would Al-based code
review assistants be able to
catch all the bugs that
‘humans miss?

Human-centered Al

Review as a conversatlo
not gatekeeping



Developer Engagement with AI-Assisted
Code Reviews

Feedback
Influences

[ Reviewer Context }

I

Sense-
Behavioral making
\ process J

Adam Alami, Neil Ernst. “Human and Machine: How Software Engineers Perceive and
Engage with Al-Assisted Code Reviews Compared to Their Peers”. CHASE 2025.
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Opportunities

Building ethical Al-powered (,.\,,J ( &)
assistants: \ (]}

- Security
- Accountabillity
- Data privacy




Developers make mistakes during
code review




Al-powered tools help developers
avoid mistakes during code review




Developers make mistakes during
code review

COMPLIANCE

GUIDELINES
PRACTISES
RULES
"STANDARDS
" REGULATIONS
POLICY

Ass1stants Improve -
Code Review
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